CHAPTER 12. NETWORK SECURITY

SENIOR SECONDARY EXAMINATION, 2024
COMPUTER SCIENCE
Time - 03 Hours 15 Minutes Marks: 56

GENERAL INSTRUCTIONS TO THE EXAMINEES :

1) Candidate must write first his / her Roll No. on the question paper compulsorily.
2) All the questions are compulsory.

3) Write the answer to each question in the given answer-book only.

5) If there is any error / difference / contradiction in Hindi & English version of the question paper, the question of Hindi version
should be treated valid.

4) For questions having more than one part, the answers to those parts are to be written together in continuity. ]
6) Write down the serial number of the question before attempting it. ]

MCQ 1
Q1: HReX aRRH 3R T (worm) A T 3ieR T §2
What is the key difference between a computer virus and a worm?
A) Virus self-replicates; Worms need human intervention.
B) Virus requires a host file; Worms do not need a host file.
C) Virus spreads faster than worms.

D) Worms are harmless, while viruses are dangerous.

Q2: HTTPS (Hypertext Transfer Protocol Secure) &1 39APT F41 fasam TdT &
Why is HTTPS (Hypertext Transfer Protocol Secure) used?

A) For public information sharing.

B) To enhance webpage loading speed.

C) For secure data transmission using encryption.

D) To block malware from accessing the network.



03: "VIHITR" BT Y= 3220 FTE?

What is the primary purpose of "Ransomware"?

A) To display advertisements.

B) To encrypt or block access to user data and demand payment.
C) To track user activities secretly.

D) To disable antivirus software.

Q4: TS 8 &b« (White Hat Hackers) &1 34 3897 T 87
What is the primary objective of White Hat Hackers?

A) To exploit system vulnerabilities for personal gain.

B) To fix security flaws in a system.

C) To develop malware programs.

D) To disrupt online communication.

Q5: FHIST (Cookies) & IUART A T ATH &7

What is the benefit of using cookies?

A) They enhance browsing speed by using caching.

B) They store user preferences for better website experiences.
C) They block malware from websites.

D) They secure user passwords on the web.

Q6: TSaRRY ATHIW & "fAIR-3nenRa f3eger" &1 1 Aded &2

What does "Signature-based detection" in antivirus software mean?
A) It checks for encrypted malware signatures.

B) It identifies malware by matching virus signatures in the database.
C) It observes application behavior for threats.

D) It uses artificial intelligence to detect viruses.



Q7: E1E130A (DDoS) FH BT HeleTd oIT &2

What does a DDoS (Distributed Denial of Service) attack mean?

A) It sends malicious emails to users.

B) It floods a server with illegitimate requests from multiple locations.
C) It crashes a single computer system.

D) It monitors user activity without their consent.

08: $aHSIUT (Eavesdropping) 3R FfAT (Snooping) & =T 3R &1 &2

What is the key difference between Eavesdropping and Snooping?

A) Snooping is real-time, while Eavesdropping is delayed.

B) Snooping involves secret packet analysis, while Eavesdropping monitors communication in real-time.
C) Snooping is only used by network administrators, while Eavesdropping is illegal.

D) Both are identical in nature.

Q9: "SI5F" (Trojan) &1 W W WX 3menfa 8?
The name "Trojan" is based on which concept?
A) Ancient Greek myth of the Trojan Horse.

B) A computer algorithm.

C) A programming technique.

D) A virus replication process.

1. A______isamalicious software that spies on a user by gathering information without their knowledge.

Ue gUiaATgUl WiTeddR & i 3uEPIHdl B TSI & faF1 TSR ved &% 31 W TR 3@ &l

2. ____ encrypts data before transmission to ensure secure communication over the internet.

3@ $I e R A H9R YA F F v [Hiawor § gga vfpe w1 gl

3. Afirewall can be implemented in both ___ and hardware formats to prevent unauthorized access.

BRIRAIA B 3R FERR WwY A 3fAGd Uga B AP & v ar] a1 s a8



4. _ hackers are individuals who find vulnerabilities in systems to fix them for security purposes.

__ ¥ dAfth § 5 9ran 38231 & forv Riven # SRl 1 ged & 3R 38 1% &ed &l

(Very Short Answer Type Questions - 8 Questions, 1 Mark Each)

1. What is Malware?

AeTaaR = &7

2. Who coined the term "Computer Virus"?

"HYR TRRA" A fwA ITe1?

3. How does a worm differ from a virus?

iR A A M &2

4. What is the purpose of a Trojan?
SIS &1 38T T &?

5. What is Ransomware?

YR = @2

6. What is the use of a Firewall?

BRRdT BT 3T T 82

7. What is the difference between HTTP and HTTPS?

HTTP 3R HTTPS & &1 3R &7

8. Name two methods of malware detection used by antivirus software.

UAIRRYA TTFRAR gRT 3UART fHU 511 a1l & Aerdar yga fafd) & am qan

Section B (Short Answer Type Questions - 12 Questions, 1.5 Marks Each)

1.  What is the primary difference between a virus and a worm?

aRRE 3R 39 & T 95 iR Fan &?

2. Explain how ransomware works.

ITHHATR SA B Hedl 8, AHSISUI



3. How does adware generate revenue?

TSI S WS I BT 8?2

4. What is the purpose of a keylogger?
FIFPR &1 3828 |87

5. Differentiate between an on-screen keyboard and a virtual keyboard.

3HH-%6H HIE1E 3R a3t HralS & 3icR gargvl

6. List the methods of malware distribution.

AR AT & T8 Ghlag H1

7. What is the role of an antivirus in combating malware?

AR | 718 § TarRd 6 w1 YT 82

8. Who are white hat hackers, and how do they differ from black hat hackers?

T1ee e 3pd B & 3R 3 i e 2 A B 3T &2

9. What is a denial-of-service (DoS) attack?

feaet 3116 Afd (DoS) 318 T 8?2

10. Write a short note on the role of cookies in web browsing.

9 913131 A FHI1 H YAST ¥ TP Blel Ale fad]

11. What is spam? How is it filtered by email services?

47 87 39 $ieT Aa13i gRT A Moo a1 siran 82

12. How does spyware collect information from users?

WRIARR IYAPTEHAL Bl STBRI S FHgT Bl 82

Section C (Long Answer Type Questions - 3 Questions, 3 Marks Each)

1. Discuss the role of hackers and crackers in computer security. Explain the types of hackers and their ethical

implications.

e 3R b B YT e e A 1 §? §Hd & TR 3R 37 Afasd qurdi & R § wHensv



2. Explain the different types of malware and their effects on computer systems.

A TR & AeaTR 3R Her fAven W 396 THIEl S AR B

3. What are the methods used by antivirus software to detect malware?

AR B1 91 &P & fAU THaRRY AiFeadr gR1 35dPT H 31 areft [t = &2

Section D (Essay Answer Type Questions - 2 Questions, 4 Marks Each)

1. How do firewalls work to protect networks from unauthorized access? Discuss the types of firewalls and their functions.
BRINAT f6d YBR Acads $I HATAHd Tgd A Y& HGH Hed &2 BRI & PR 31 396 Sl R 741 Hifsrel

OR
What are Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks? Explain how they differ and their
potential impact on network security.
f3Tret 316 AfdT (Dos) 31 f2xdieges faraet 3iTw Afd (DDoS) &Hedl & aI¥ & Jd1svI 395 14 3iaR 3R Jedad JRa R 9 IuE
R =4 Hifaw

2. Differentiate between Snooping and Eavesdropping in the context of network security. How do they affect the
confidentiality of communication over a network?
Yeads TR & W & T 3R sugifteT & i 3iaR Fa1v1 3 fbedt Yead W FAR B v B s) yafad wwa &2

OR

Explain the concept of Network Intrusion. Discuss the various types of intrusion attacks,

Jead gHts $H 3auURUN B IS | A THR & guds guel ® 949 Y,
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